
[bookmark: _GoBack]Account Management Standard Processes
Link for account request: https://accounts.it.agilent.com:444

Account management server: lulu.cos.agilent.com

Userdb location: /home/acctmgt/tnp/userdb

Script to add the account in userdb: -- ./home/acctmgt/tnp/idfind

Script used for propagation: -- propagate.

Location of propagate script: ~mcp/acct_mgmt/propagate/prop_poelango/

How to locate:
· Login to lulu.cos.agilent.com
· Switch to ‘mcp’ user.
· Enter, d p <username>, here the username refers, the login of the hosting member to enter to the path.
Data files to edit:
· users_add  -- for adding account(s).
· users_change – for changing the various fields of the account.
· users_delete – to delete the account(s).
· users_sys – for sys addition/deletion.
· systems_list – list of servers for the propagate script to run across.
Data file format:
Users_add:
· Each line should be entire /etc/passwd line for the new user that is created.
· The format is, LOGIN:PASSWORD:UID:GID:GECOS FIELD:HOME DIR:SHELL
· The Gecos field should have minimum 3 fields, user’s Full Name, Telnet, Contact number.
· For an FTP account, the gecos field should have anyof the following, ‘PUBLIC,MASTER’ for public master, ‘PRIVATE,MASTER’ for private master and ‘PRIVATE,SUBACCOUNT’ for sub-accounts.
· For an appuser account, the gecos filed should end with the term, ‘appuser’.
Users_change:
· Each line should be in the form, LOGIN|key1=value1:key2=value2:key3=value3
· Keys can be any of the below,
· Pass -- ccounts new password: "*" or <13 character encryptedPW>,<4 character expiry>
· Uid -- accounts new UID
· GID --accounts new GID
· Gcos -- accounts new GECOS
· Gecos --accounts new GECOS
· Homedir – accounts new home directory
· Home -- accounts new home directory
· Shell -- accounts new shell
· Max -- accounts new max password age (in days)
· Quota – to set quota in FTP servers.
· If you change the UID of an user, the ENTIRE system is searched and ALL the files owned by the old UID will be changed to be owned by the new UID. This means, depending on the system, it may take a significant amount of time for this operation to complete.
Users_delete:
· Each line should be of the form, LOGIN [Y|N]
· The Y/N specifies if you want to remove the users home directory as well. (Y=home directory will be moved to /tmp/purgatory, N=home directory will not be touched at all).
Users_sys:
· The format should be, LOGIN [+]sysuser1 sysuser2 [-]sysuser3
· Where LOGIN is given permissions to sys to each sysuser, unless '-' is specified. If '-' is specified, then the sysuser permission will be removed.
Systems_list:
· Enter the Fully Qualified Domain Name of the server on which the script has to be run.
Account Creation:
· If user has requested to create account to more than 3 servers, create new account on 1 server with default password.
· Once the user replies with changed password, then propagate to rest of the servers.
· For creating any appuser account, use the entry ‘appuser’ at the end of the gecos field.
· Use the data files, users_add and systemslist. Execute the ‘propagate ’ script to get the account created.
· Make the entries in /etc/mail/aliases file or /etc/mail/appusers file.


Account Propagation:

· Account is already present and is working fine. The request can be either to copy the account/password to another server or to change the password/owner/shell/homedir.
· For password reset, the request can be accomplished only with the owner’s approval. Under emergency cases, the owner’s manager can approve. Note: For the hosting accounts, like oracle and dba, owned by Rob Schorzman are pre-approved.
· For changing the other fields also, approval from the account owner is required.
· Use the data files, users_change and systemslist. Execute the ‘propagate ’ script.
· For the case of changing the gecos filed (the ownership) change the entries in /etc/mail/aliases file or /etc/mail/appusers.


Account Deletion:

· This process will be used only by security team and not by the account management team.
· If the account management team receives any request to delete an account, they only have to disable the account and the security team will auto delete in 30days.
· The data files, users_delete and systems_list are used here.


RAF:

RAF request link: http://mika01v.cos.agilent.com/uxacct/rafsii/index.php

· RAFs (risk acceptance forms) are used to document special access that is granted to unix accounts. They provide detailed information in regards to what access was granted to a specific account. They also provide a "paper trail" for who authorized the access.
· Types of RAF:
· Non-Root: switch user access (via sys, not su) 
· Root: root access and possibly non-root access as well 
· General: general risk acceptance that does not necessarily relate to a specific unix account 
· Team: provide groups of accounts with similar non-root or root (or both) access

RAF Non-Root:

· The request is to provide sys access to the user.
· Check for the RAF id and confirm if the RAF has been approved.
· If so, provide the access using the data files, users_sys and systems_list.

RAF Root:

· The server maintained here is mika01v.cos.agilent.com
· Files location: /etc/opt/pb/conf
· This base directory holds currentConfig.pb and include.pb which are the two core files to our powerbroker configuration. You should never have to modify these two files.
· For complete process, refer SOP # AM-3.4 of ‘Account Management’ document.

RAF General:

· General RAFs are, as the name implies, general. They do not necessarily deal with specific unix accounts.
· The common use of the general RAF is to have password aging extended for critical application accounts. In this case, a business partner will submit the general RAF requesting that the password aging be extended for 6 more months on an account or group of accounts.




